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The Framework (FW) Profile is a UML profile and a methodology for
real-time, safety-critical, reusable software applications. It was initially
developed at ETH-Ziirich and has recently been extended and provided
with C-language support. Real-time design is supported by enforcing sep-
aration of functional and timing aspects. Mission criticality is supported
by providing modelling concepts (State Machine, Activity Diagrams, Ac-
tive Objects) with simple and unambiguous semantics to make them com-
patible with formal verification. C implementations of these concepts
are provided with a Qualification Data Package which can be used for
the certification of end-applications. Reusability is supported by allowing
modelling of adaptable and extensible behaviour in reusable components.

The Framework Profile (or FW Profile for short) was born in 2005 as an offshoot
of the ASSERT Project [4] at the Department of Automatics of ETH-Ziirich.
Its initial aim was to support the modelling of functional behaviour of reusable
software architectures (software frameworks). The profile was later extended
to encompass the complete modelling of software applications. The extensions
were partly funded by the European Space Agency [5].

The FW Profile is a requirements-level modelling language but, from 2012, it is
provided with C-language support which allows the behavioural models created
with the profile to be translated into C-code. The C libraries which implement
the profile are supplied with a Qualification Data Package to make them suitable
for deployment in safety-critical applications. More recently, the translation
of FW Profile models into Promela and their validation with the Spin Model
Checker [6] have been investigated with the aim of creating an environment
where users can specify their requirements using a simple but precise language;
validate their requirements using a model checker; and implement them using a
certifiable library of C modules. This environment is shown in schematic form

in figure

This paper begins by presenting the modelling concepts proposed by the FW
Profile. It then discusses the use of formal verification for FW Profile mod-
els (section [2) and finally describes the C-language library to implement them

(section [3)).
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Fig. 1: The FW Profile Environment

1 Modelling Concepts

The objective of the FW Profile is to provide the means to build a logical model
for a target application. The logical model must capture all functional and
non-functional aspects of the application that are relevant to its user. The FW
Profile is therefore intended to be used in the requirements definition phase
of the software development process. The FW Profile is built on three basic
concepts:

1. State Machines to describe state-dependent functional behaviour
2. Procedures to describe sequential functional behaviour

3. RT Containers to describe non-functional (timing) behaviour

The State Machine and Procedure concepts are defined as restriction of the State
Machine and Activity concepts of the UML. They can therefore be represented
graphically (as state charts and activity diagrams) using standard UML tools.
The RT Container concept is instead specific to the FW Profile.

The restriction of the state machine and activity concepts of UML was motivated
by the over-complexity and semantic ambiguity of these concepts in standard
UML. To illustrate, consider UML state machines and consider the following
questions: in which state is a state machine when a transition action is executed?
Under which conditions is a do-action executed? What happens if a transition
request arrives while a transition is already under way? The answers to these
questions are at best unclear in standard UML. The implication of this lack
of clarity is that the behaviour of an application which has been specified with
standard UML state machines or activity diagrams may not match the intention
of the author of the specification and that analysis of the expected behaviour of
an application cannot be done at requirements level but must instead take into
account software-level design and implementation. In the safety-critical domain
where predictability of behaviour is of paramount importance these limitations
are simply unacceptable.

The full definition of the state machine and procedure concepts of the FW
Profile is presented in [§]. It cannot be reproduced here in full for reasons of
space but its guiding principles were simplification and disambiguation.

Simplification was done at three levels. Firstly, all time-related constructs of
UML have been dropped. Secondly, both State Machines and Procedures are
defined as purely reactive and passive entities (state machines, for instance,
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only do something if they receive a transition request; they never spontaneously
initiate a transition). Finally, all buffering mechanisms for transition and exe-
cution requests have been dropped. All three restrictions follow naturally from
the choice (discussed in the next section below) to use State Machines and
Procedures exclusively to model non-time-related behaviour.

Disambiguation was obtained by carefully defining the response a State Machine
or Procedure to an external transition or execution request. The behaviour of
State Machines and Procedures in the FW Profile is thus fully predictable.

RT Containers complement the State Machine and Procedure concepts by of-
fering a means to capture one aspect of the time-related behaviour of an appli-
cation. It is important to stress that full modelling of an application’s timing
behaviour is beyond the scope of the FW Profile. This is because the FW Pro-
file is aimed at modelling individual applications. Applications normally run on
a software/hardware platform which they share with other applications. Tim-
ing behaviour is a system-level aspect (it depends, for instance, on the relative
priorities of the threads allocated to the various applications in a system) and
cannot therefore be fully captured at application level.

RT Containers provide a way to encapsulate the activation logic for a functional
behaviour (e.g. for a behaviour which is modelled through State Machnes and
Procedures). More specifically, a RT Container can be seen as a representation
of a thread that controls the execution of some functional behaviour. The RT
Container model defined by the FW Profile allows the conditions under which
the thread is released to be specified.

Additionally, the RT Container model guarantees certain properties. Thus, for
instance, a RT Container guarantees that certain ”initialization actions” are
executed before the container starts processing notification requests; or that
certain ”finalization actions” are executed before it is shut down; or that all
notification requests are eventually processed. All these properties are guaran-
teed by design in the sense that they are inherent in the way the RT Container
concept is defined and can be relied upon in any compliant implementation.

The focus of the FW Profile on the description of behaviour independently of
software-level decision is found in all requirements-level modelling languages.
To this common feature, the FW Profile adds two distinctive features: the
separation between functional and non-functional behaviour; and the support
for the modelling of reusable software assets. These features are discussed in
the next two subsections.

1.1 Functional and Non-Functional Behaviour

The FW Profile promotes the separation between the specification of functional
and non-functional aspects of an application. The term functional behaviour
designates behaviour which depends neither on time nor on the interaction be-
tween different flows of executions.

The distinction between functional and non-functional behaviour can be under-
stood in terms of the concept of logical execution time. The logical execution
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time of a behaviour is the execution time of that behaviour on a processor with
infinite speed and in the absence of pre-emption by higher-priority activities or
blocking by lower-priority activities. Functional behaviour is behaviour with
zero logical execution time. Non-functional behaviour is behaviour with non-
zero logical execution time. Thus, for instance, the presence of wait conditions
or of inter-thread hand-shaking mechanisms makes a behaviour non-functional.

Of the three modelling concepts offered by the FW Profile, the first two (State
Machines and Procedures) are exclusively aimed at the definition of functional
behaviour whereas the last one (RT Containers) is primarily aimed at the defini-
tion of non-functional behaviour. Thus, the methodology promoted by the FW
Profile is one where developers use state machines and procedures to specify the
functional part of their application in a manner that is independent of its timing-
related requirements and then, as a separate activity, they use RT Containers to
specify the timing-related behaviour of the applications. In practice, the latter
means that they can use RT Containers to clearly identify the conditions under
which the various flows of functional behaviour must be activitated.

The separation between the modelling of functional and non-functional aspects
of an application is especially valuable in the real-time domain. The devel-
opment of real-time applications is especially challenging because of: (a) the
difficulty of capturing the real-time needs of an application in unambiguous re-
quirements; and (b) because real-time requirements often impact an application
as a whole so that a change in a real-time requirement may disrupt the entire
architecture of an application. The latter point weighs heavily on overall costs
because real-time requirements normally derive from system-level considerations
and can therefore only be defined late in the application development process.

The RT Container concept addresses both issues because, on the one hand, it
provides a pre-defined framework within which real-time needs can be formu-
lated as requirements and, on the other hand, it allows the specification and
implementation of these needs to be insulated from the specification and im-
plementation of the rest of the application so the impact of late changes to
real-time requirements can be contained.

1.2 Support for Reusability

Traditional modelling languages do not make explicit provisions for software
reusability. This is a significant drawback where there is a need to develop in-
frastructure software which is intended to be used as a basis for the development
of families of related applications.

The FW Profile specifically caters to this need and it does so within the software
framework paradigm. Software Frameworks are a kind of Product Family. A
Product Family offers reusable software assets for applications within a certain
domain. The reusable assets offered by a software framework are adaptable
software components embedded within an architecture. Thus, a software frame-
work predefines the architecture for the applications within its domain and it
offers pre-defined components to help instantiating that architecture for a spe-
cific application.
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The framework instantiation process is the process through which the reusable
assets offered by the framework are used to build a specific application. This
process is illustrated in figure [2} the framework components are first adapted
to meet the needs of the target application and are then assembled to build the

target application.
l:> Adaptation :>
Process

T

Reusable SW Assets Reusable SW Assets Target Application
Embedded within an Architecture are specialized for the instantiated
Optimized for a Target Domain Target Application from the Framework

Fig. 2: The Software Framework Concept

The FW Profile supports the specification of software frameworks through the
concepts of Adaptation Point and Invariant Property. An Adaptation Point is
a point where the behaviour of a pre-defined component offered by the software
framework can be modified to meet the needs of a target application. An In-
variant Property is a property that is guaranteed to hold on all applications
instantiated from the framework. Thus, an invariant property expresses an as-
pect of the behaviour of the framework that remains unchanged even after the
framework components have been adapted for a target application.

The concept of adaptation point supports the specification of software frame-
works because the distinguishing characteristic of a framework component (as
opposed to a component which is intended for use in a single application) is
its adaptability, namely its ability to be modified to match the needs of several
related applications. Hence, specification of a framework requires the ability to
specify adaptability. The Adaptation Point concept of the FW Profile fulfills
this need.

In the FW Profile, adaptability is supported by allowing certain elements of
the State Machine and Procedure models to be marked as “adaptation points”.
The objective of adaptability in the specification of a software framework is to
cover the variability within the framework domain. Adaptability must therefore
be controlled to remain limited at a specific domain. For this purpose, the FW
Profile imposes restrictions on the type of elements which can be marked as
adaptation points. These restrictions are defined so as to allow the definition of
invariant properties for a framework.

The role of the invariant properties in the framework instantiation process is
illustrated in figure 3] The framework is specified to encapsulate the properties
that are invariant within its domain (i.e. the properties that must be satisfied by
all applications that can be instantiated from the framework). The instantiation
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process (namely the adaptation of the framework components) guarantees that
these properties are preserved at application level and application developers
can therefore concentrate on adding their own application-specific properties
and can assume that framework-level properties remain satisfied.

Framework Framework-level Properties
Building :> capturing domain-invariant
Block behaviour and functionalities

Adaptation
Process Framework-level Properties

(inherited from framework
Application ﬁ building block)
Building *
Block Application-level Properties
capturing application-specific
behaviour and functionalities
(introduced by tailoring process)

Fig. 3: Invariant Properties

The adaptation mechanisms of the FW Profile are described in full in [§]. For
purposes of illustration, the adaptation mechanisms of State Machines are sum-
marized below. Two such mechanisms are supported. The first one relies on
the use of the ((AP)) stereotype (see section[1.2) to identify adaptable elements
within a state machine. The FW Profile allows this stereotype to be associated
to the following elements:

e Entry Actions
e Do Actions
e Exit Actions

Transition Actions

Transition Guards

The presence of the ({(AP)) stereotype on any of the elements listed above may
mean one of two things: either that the content of the stereotyped element is not
defined at framework level and the definition must be done at application level;
or that a default content for the stereotyped element is defined at framework
level but can be overridden at application level.

The second adaptation mechanism allowed by the FW Profile is as follows: if a
state does not have an embedded state machine, then a state machine can be
embedded in that state during the framework instantiation process.

As explained above, the adaptation mechanisms supported by the FW Profile
are designed to preserve certain invariant properties defined at framework level.
What, then, are the properties which are invariant with respect to the two
adaptation mechanisms defined above? In order to answer this question, it is
necessary to consider what cannot be modified through the allowed adaptation
mechanisms: neither can the transition commands be changed, nor can new
actions or new guards be added to existing states or transitions, nor can new
states or new pseudo-states be added to the state machine. Thus, the features
of a state machine that cannot be changed are: (a) the topology of the state
machine, (b) the conditions, expressed in terms of the outcomes of guards, that
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lead to a state transition taking place, and (c) the sequence of actions which are
executed when a transition is performed.

The invariant properties of a state machine are therefore those which describe
behaviour which depends on the topology of a state machine and on the sequence
of transitions and actions performed by the state machine.

INIT
@ /szo f=hPo=initialize DeuiceJ

Ready [ Initialization Completed ]

READY SwitchOff / =<AP==Shutdown Device @
ServiceReguest —L——J

Ready [ Servicing of Reguest Completed |

BUSY
LE:lo f==AP==Cervice RequestJ

Fig. 4: Hardware Device with a Busy Wait

As an example, consider the state machine of figure [d] This represents a family
of hardware devices which can be initialized and shutdown and which, while
operational, are capable of servicing requests from their users. The initialization,
shutdown and servicing procedures vary across the family of devices and are
therefore modelled as adaptation points. The operational logic of the device is
instead common to all devices in the family and it is captured in the topology
of the state machine.

Examples of invariant properties for this state machine are: (a) a device can
only service a user request, if, at the time the request is made, it is in state
READY; (b) a device only executes its shutdown procedure if it is switched
off when it is state READY. These properties are invariant because they will
hold irrespective of how the adaptation points in the state machine are filled at
application level. These properties will also continue to hold if the application
designer adds behaviour to the INIT, READY or BUSY states by embedding
new state machines into them.

Consider instead the following property: when a device receives the Ready com-
mand, it enters the READY state. This property may hold on some devices
(depending on how the device is commanded and on how its initialization and
request servicing procedures are implemented) but it is not guaranteed by the
state machine diagram of figure [4] and should therefore not be relied upon when
designing a generic framework.

The example of figure[d]is straightforward but in more realistic cases with several
interacting state machines possibly controlled by different flows of execution, the
invariant properties are often non-trivial and proving that they actually hold
on a given model can be a challenging task. Formal verification techniques as
discussed in the next section are especially valauble for the latter purpose.

Figure || recasts figure |3| for the special case of state machines. It shows a
base state machine that is extended with the addition of a new embedded state
machine and, possibly, with re-definitions of some of its actions or guards (not
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shown explicitly in the figure). The embedded state machine can be used to
endow the derived state machine with additional (application-level) properties
but it cannot violate the properties inherited from the framework level.

Base State Machine Derived State Machine

State A State A
HE Adaptation
Process
State B |:> H State B

State C J | StateC

Framework-Level Framework-Level Application-level
Functional Functional + Functional
Properties Properties Properties

Fig. 5: State Machine Adaptation Process

2 Support for Formal Verification

The FW Profile offers the means to build a behavioural model of an application.
Such a model is developed in response to the needs of a higher-level system
within which the application is to be deployed. The question then arises of how
one can verify that the model matches the higher-level needs of its embedding
system. Traditional answers to this question rely on analysis of the model
through reviews by the system’s stakeholders. More recently, formal verification
techniques have been proposed for the same purpose.

Formal verification consists in proving that a certain formally expressed model
satisfies certain formally expressed properties. When applied to a requirements
model, formal verification techniques are a way of checking the correctness of the
requirements: the properties to be verified express the higher-level needs which
the requirements are expected to satisfy and formal verification helps establish
that the requirements actually do satisfy them (i.e. that the requirements are
correct).

As an example, consider an application which manages a stream of commands
to a hardware actuator and which is responsible for controlling its operation.
One of the desirable properties of such an application might be to ensure that
commands for the actuator never remain pending forever within the application
itself (due to, for instance, the actuator having been shut down before the
command buffer had been flushed). Establishing at requirements level that
this property holds involves analysing the application’s requirements to verify
that they guarantee that, under all operating conditions, commands are always
eventually sent to the actuator. With a formal verification approach this task
takes the form of a proof carried out on a formal model of the application’s
requirements.

Formal verification techniques can be applied whenever requirements are ex-
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pressed in a formalism with an unambiguous semantics. They can therefore be
applied to FW Profile models. There are several formal verification methods.
The one which has been applied to the FW Profile is Model Checking. With a
model checking approach, compliance of a model to a certain property is verified
by systematically exploring all possible states of the model and verifying that,
in all cases, the target property is met. Practical use of model checking tech-
niques requires tool support. For the FW Profile, the Spin Model Checker of
reference [3] is considered. This is one of the most widely used model checking
tools; it has a strong heritage in industrial projects; and it is publicly and freely
available from [6].

Figure [6] shows the basic approach to model-checking with the FW Profile.
The inputs to the verification process (yellow boxes in the figure) are the FW
Profile model itself and the properties which one wishes to verify. The model is
translated into an equivalent Promela model and the properties are formalized
by being translated into, for instance, Linear Temporal Logic (LTL) formulas
or assertions within the Promela code. The Spin Model Checker can then be
used to verify whether the properties are satisfied. The outcome of the check is
either a confirmation that the properties hold or else an execution trail showing
how a certain property is violated.

The appeal of the approach in figure[6]is that it would allow the Promela model
to be automatically generated from the FW Profile model. Building a tool to
translate a model from the FW Profile to the Promela world would be straigh-
forward and would automate the verification process. In reality, this approach
would suffer from two major flaws. Firstly, in practical cases, verification is
not possible on a full model of the target application because the verification
would either take too long or exhaust the memory of the computer platform
on which it is carried out. Verification must be done on a reduced version of
the model which only retains the features which are relevant to the properties
which are being verified. Secondly, verification of the properties of a certain ap-
plication normally requires that the environment within which the application

is embedded be specified.
Property
to be verified LTL Formulas, Promela

Assertions, Efc
a
Formally
expressed
property
Spin Mode!
" Checker

FW Profile Promela |::> K
Model :> Model ®
property Or trail showing

how property is violated

Fig. 6: Basic Approach for Model Cheking of FW Profile Models

Either confirmation of

©2013 P&P Software GmbH. All Rights Reserved. 9



The FW Profile Embedded Computing Conference 2013

Thus, a more realistic approach to formal verification is as in figure [7] where the
generation of the Promela model requires a ”simplification” step which removes
all non-relevant features of the FW Profile model and requires, as a second
input, the specification of the environment within which the application resides.
Automatic generation of the Promela code is still possible but its benefits are
much smaller because: (a) the most time-consuming part of the verification
process is likely to be the identification of the features to be discarded from
the full model; (b) the reduced model must be comparatively simple (or else
verification takes too much time or memory) and hence the added value from
automating its generation is limited; and (c) the Promela model must cover the
application’s environment and this cannot be derived automatically from the
model of the application requirements.

For all the above reasons, the model checking approach selected for the FW
Profile is based on the definition of general ”Promela patterns” of how FW
Profile models can be transformed into Promela models rather than on the
development of a tool which would, at most, only automatize a small part of
the transformation. Space does not permit the Promela Patterns to be presented
in this paper but their description can be found in [8]. The important point to
make here is that their availability helps a designer to rapidly create Promela
models which are adapted to a certain property to be verified. They therefore
constitute a kind of verification front-end for the FW Profile.

Property
Features of reduced model and to he verified u LTL Formulas. Promela

of envionment model depend on ‘
properties to be be verified ,ﬁssemons

A

FW Profile | / Environment
Model H Model Formally
i expressed I
property
/ Spin Mode!
v . Checker

Reduced

Either confirmation of

FW Profile Promela [
Mor® | ) |Femels > ()
property Or trail showing

how property is violated

Fig. 7: Realistic Approach to Model Cheking of FW Profile Models

3 C-Language Support

The FW Profile is a requirements-level modelling language. As such it is
implementation-independent: the same FW Profile model can be mapped to
code in many different (but equivalent) ways. There is, however, an obvious
advantage to providing a standard way to transpose a FW Profile model into
code. This goal fulfilled by the CI Implementation. The C1 Implementation is
a C-language library which offers pre-defined and configurable components to
implement in C the three modelling concepts of the FW Profile: State Machines,
Procedures and RT Containers.

©2013 P&P Software GmbH. All Rights Reserved. 10



The FW Profile Embedded Computing Conference 2013

The C1 Implementation is provided both as free software (GNU GPLv3) and
on a commercial license. The source code and its extensive documentation can
be downloaded from [7].

The main characteristics of the C1 Implementation are:

e Minimal Memory Requirements: core module footprint of a few
kBytes.

e Small CPU Demands: one single level of indirection (due to actions
and guards being implemented as function pointers).

e Scalability: memory footprint and CPU demands are independent of
number and size of state machine, procedure, and RT Container instances.

e High Reliability: test suite with 100% code, branch, and condition
coverage (excluding error branches for system calls).

¢ Formal Specification: user requirements formally specify the implemen-
tation.

¢ Requirement Traceability: all requirements are individually traced to
their implementation and to verification evidence.

e Formal Verification: key requirements are formally verified using the
Spin verifier on a Promela model.

e Documented Code: doxygen documentation for all the source code.

e Demo Application: complete application demonstrating capabilities
and mode of use.

e Support for Extensibility: an inheritance-like mechanism is provided
through which a derived state machine or a derived procedure is created
from a base state machine or base procedure by overriding some of its
actions or guards.

The coverage level of the Test Suite and the availability of formal requirements
with verification and traceability evidence make the C1 Implementation espe-
cially well-suited for use in safety-critical domains where applications must un-
dergo a certification process. The documentation of the C1 Implementation can
then be directly included in the certification process for the end application.

The C1 Implementation is extremely easy to use and is provided with numerous
coding examples and a complete demo application. Hence, many users will be
able to deploy it directly in their source code.

For users who prefer to go through a GUI-based interface, P&P Software GmbH
also provide a web application where state machines can be created and config-
ured using graphical and wizard-based operations. A code-generating back-end
can then be used to generate the configuration code for the state machine. The
web application is freely accesible and usable from [7]. At present it only covers
the state machine part of the FW Profile but will be extended to cover Proce-
dures and RT Containers in the near future. A screenshot is presented in figure

B
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Fig. 8: Screenshot of the FW Profile Web Application
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